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Thank you for using SharePoint Column Protector!

We hope that you will find our product useful. If you have any comments or questions please contact

us by channels mentioned in troubleshooting sections. We will gladly help you with any issues you
may encounter.

Please take time to read the following user guide, which will help you to use all features of our
product.

This user guide is divided into 3 sections:

e Setup — information how to install SCP, buy license and activate it and activate SCP feature
on the portal farm

e Configuring — describes the concept of SCP administration pages and explains how to assign
permissions to columns. Also contains list of limitations of SCP

e Troubleshooting — information what to do in case something goes wrong.
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1 Setup

1.1 SCP Installation

To install SharePoint Column Protector please unzip provided compressed folder
(SharePointColumnProtector.zip) to a chosen location on any front-end server of the SharePoint farm
where you want to deploy SCP.

Setup configures SCP on all front-end servers in the farm, so there is no need to run the setup on all
servers.

Note: You need to have administration rights to the server and the portal to install SCP.

1. Open unzipped folder.
2. Double click “setup.exe” file to start the setup wizard:

@ C:Documents and Settings', Administrator',Desktop",SharePoir
File  Edit Wiew Favorites Tools  Help
) Back - &3 - [F |,OSearch |~ Folders | & o X ) |

Address I[Eil Ci\Documents and Settingst Administrator,Deskkop SharePaint

Marne =~ | Size | Type
img File Falder

File Folder
i Sebup.exe 319KE  Application
“Config 1 KB COMFIGFile

3. On the welcome screen click “Next”

Datapolis SharePoint Column Protector

SharaPaint

;?'L%?c'll:or [E5) daTtapous

Welcome

Welcome to the Datapolis SharePoint Colurmn Protector setup wizard.

This zetup wizard will install and deploy Datapolis SharePaint Calurit Pratectar to yaur ShareFaint 2007
farm.

—

Ereviou(ﬂext Abort
Datapoliz.com, 2008
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4. During this step SCP will diagnose and check all required configurations. Please wait, until all
checks are processed — all yellow icons should change to green.

Datapolis SharePoint Column Protector

SharaPoint
;?&lé“& or [E5) daTtapous

System Check

Checking if Datapolis ShareFoint Column Protectar can be installed from this machine

windows SharePoint Service 3.0 iz installed.

[lo pou have permission ko install and deploy SharePoint solutions?
|5 the "Windows SharePaint Services Administration service started?
|z the "Windows SharePoint Services Timer service started?

nes the solution file exist?

Detecting Datapalis SharePoint Column Pratectar

Please wait...

Prewious | et Abort

Dratapolis.com, 2008

5. Ifall requirements are met, click “Next” to proceed.

Datapolis SharePoint Column Protector

Sharefaint
;?-Eoi'i:g! D [E8) datapous

System Check

Checking if Datapolis SharePoint Column Protector can be installed fram this machine

Windows SharePaint Service 3.0 iz inztalled.

*ou have permizsion to install and deploy SharePaoint solutions.
The Windows SharePoint Services Administration service iz started.
The Windows SharePoint Services Timer service is started.

Solution file faund.

000000

Datapalis SharePoint Column Protectar is not installed.

All checks succeeded, Pleage click Mest to proceed with the installation.

Previous Aibort
[ atapolis.com, 2008 ‘ ’

R ——
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6. If you see any errors, you need to correct them. After correcting errors, please close the
wizard and run setup again. For help with installation errors please refer to troubleshooting

section of this guide.

Datapolis SharePoint Column Protector

Sharefoint
column I
protector [E8) daTapous
System Check

Checking if Datapolis ShareFoint Column Protector can be installed from this machine

0 “Windows SharePoint Service 3.0 iz installed.
- “'ou hawe permizzion to install and deploy SharePaoint solutions.

he “Windows SharePoint Services Administration service is NOT started!

The windows SharePaint Services Timer service is started.

@ Solutian file found.
0 Datapolis SharePoint Column Protectar is not installed.

Emorl Please comect the abowe emors before installing D atapolis SharePoint Column Protector.

st | Aibort |

Previous ¢

Diatapolis. com, 2008

_—
If SharePoint Column Protector is installed you will be taken to repair/remove screen. Please

see “Repair/remove” section of this user guide.

7. You need to accept the End User License Agreement (EULA) to use SCP and continue the
setup. Please read the EULA and if you accept it check the checkbox under agreement text

and click “Next”

Datapolis SharePoint Column Protector I

Sharefoint
column |
protector [E5)daTapouis
End-User License Agreement

Please read the following license agreement carefully

-

End User License Agreement (EULA)

PLEASE READ THIS END-USER LICENSE AGREEMENT ("EULA™)
CAREFULLY. BY INSTALLING OR USING THE SOFTWARE THAT
ACCOMPANIES THIS EULA ("SOFTWARE" ), YOU AGREE TO THE TERMS OF
THIS EULA. IF YOU DO NOT AGREE, DO NOT USE THE SOFTWARE AND, IF
APPLICABLE, RETURN IT TO THE PLACE OF PURCHASE FOR A FULL
REFUND.

THIS SOFTWARE DOES NOT TRANSMIT ANY PERSOMNALLY IDENTIFIABLE
INFORMATION FROM Y OUR SERVER TO DATAPOLIS WITHOUT YOUR

COMSENT.
1. GEMERAL. This EULA is a legal agreement between you (either an
individial ar 5 sinale antityt and Natanalis This FLLA anvarns the j

(73

g

Previous " Abort |

[atapoliz. com, 2008
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8. Select web applications to which you want to deploy SCP. You can choose one or more web
applications or site collections. To view list of site collections click “Plus” icon next to
application name. You need to select at least one to continue with the setup. Click “Next” to
continue.

Datapolis SharePoint Column Protector

ShanePoint

;mgactéor [E8)daTapous

Site Collection Deployment Targets

Please select ane ar more web applications { site collections

Web & pplications £ Site Collections::

hittp: /fint-wss-en-test: 37821/ [Central Administration]  [1 site collection)
tpo A fint-wizz-enctest!  [SharePoint - 80)  [1 site collection)
http: fintwss-entest  [Team Site)

Fleaze click the Mext button to start the installation process.

Previous MHext Ahart |
Datapolis.com, 2008

9. Please wait for the setup to deploy the solution. Depending on your farm configuration it can
take from 30 seconds up to 15 minutes. Click “Next” to continue.

Datapolis SharePoint Column Protector

Shanefoint

;«:&{2‘;., ) [E8) daTtapous

Installing

Please waitwhile Datapolis ShareFoint Column Protector is installed

All operations successfully completed.

Brevious " Cloze |

D atapoliz. com, 2008
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10. Please check the details to see if solution was properly installed and feature was activated on
all selected web applications and site collections. Click “Close” to finish setup.

Sharefoint
é g"ulm'l‘ , E3cartepouis

Installation Successfully Completed

Details:

***** SOLUTION DEPLOYMENT === =]
IMT4#SS5-EN-TEST : http:#fint-+wsz-entest! : The solution was successfully deploped.

***** FEATUIRE ACTIVATION ==
lhllp..-’./inl-wss-en-lesl : b5367bea-0e37-4743-9216-190302401 05

-]
—
EBrevious | Hest LCloze | >

After the setup was successfully finished you can use SharePoint Column Protector on web
application and site collections where SCP was deployed. Please refer to “Configuring” chapter of this
guide for information on how to use SCP.

[ atapaliz.com, 2008
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1.2 Licensing

SharePoint Column Protector has a trial period of 30 days. After 30 days from installation trial period
will expire and SCP will stop working. If you want to continue using it, you should buy a license on
http://partner.datapolis.com.pl.

Note: You can buy and register SCP any time — during the trial period or after the trial has expired.
We recommend licensing your copy of SCP before trial period expiration to avoid SCP deactivation.
Note: All SCP setting are preserved even if trial expires. When you activate SCP after trial period SCP
will start working with the same configuration as on last run in trial period.

To activate SCP on server farm you need to:

1. Purchase license for SCP on our website -
http://partner.datapolis.com.pl/en/customer/pages/buy.aspx . You can use a link provided
on the license management page. Note the order ID.

2. Goto license management page
Note: SCP is licensed per server farm and number of users. You cannot transfer your license
from one server farm to another once you have generated License Key based on Product
Key for given farm.

a. Go to central administration page of the server farm

W Performance
Ca Remote Desktops

e E Routing and Remoate Access
Administralor P e

| g’ My Computer :
g RELEDL VO SR r&g SharePoint Products and Technologies Configuration Wizard
-~ .{J g E, Control Panel » “El Terminal Server Licensing
P== 4 P ,, Tetminal Services Configuration
E.;l:'-]_' Administrative Tools ﬁ’ Terminal Services Manager

D SharePoint 3.0 Central ’

Administration hé Prinkers and Faxes
B Motepad @ Help and Support

ﬂ Command Prompt Jlr e

{7 Run...
I? ‘WordPad

5 Wiindows Security
% Services

all Programs  #

Log OFf @ Shuk Down
wstart J @ @ J I C:\Documents and Settin...l @ Elank Page - Windows In... |
e e

b. Go to “Operations” section by clicking on “Operations” tab on top menu
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= Home - Central Administration - Windows Intern

@ A |E| hktpe ) fink-wss-en-test: 37521 fdefault.

ﬁ ﬁﬁ' 9 Home - Central Administration

Central Administration

% Central Administration

@ Application Management

Wiew All Site Content L.
Administrator Task
Central

T o

ol

c. On the Operations page click “License management for Datapolis products” link

under “Datapolis Configuration” header.

8 Diagnaostic logging

8 Usage analysis processing

Datapolis Configuration

<=l License management For Datapolis products >

3. Generate Product Key for your installation of SCP on given farm.

a. On the “License management” page find SharePoint Column Protector and click
“Change” next to “Order ID”. Note that license status is “Trial LicenseKey”.

| SharePoint Column Protector

Licensing information

License status @ Trial LicenseKey Buy Mow!

Order ID*

Trial left 4=y

b. Input Order ID into the textbox and click “Update”. You can find order number on

your product list on

http://partner.datapolis.com.pl/en/customer/pages/myproducts.aspx.

| SharePoint Column Protector

Licensing information

License status @ Trial LicenseKey Buy Mow!

Order ID* 0 update) cancel

Trial left 27 days

c. After you input Order ID, screen will reload and you will have two new buttons —

“Get ProductKey” and “Set LicenceKey”. Click on the “Get ProductKey” button.

| SharePoint Column Protector

Version: 1.0.0.0
Licensing information

License status @ Trial Licensekey Buy Mow! ) Get ProductKey II Set LicenseKey
Order ID* 2323 change
Trial left 27 days

d. You will receive a file to download. Download it and save on your disk in convenient
localization.

page 9 of 23


http://partner.datapolis.com.pl/en/customer/pages/myproducts.aspx

[E8)datapotis

Note: If you do not receive the file, check whether it was not blocked by your
browser.
4. Generate license key
a. Go to http://partner.datapolis.com.pl/en/customer/pages/myproducts.aspx page.
You can use a link provided below “Set LicenceKey” button.

Version: 1.0.0.0 Status @

9 Get Productkey [T i
Download license key from Datapolis web site

b. Find order with purchase of SCP where the Product Key was not submitted and
upload Product Key file.
Note: You can submit product key only once for every order. Please make sure you
are submitting correct product key.

c. Click on “Download License Key”. You will receive a file to download. Download it
and save on your disk in convenient localization.
Note: If you do not receive the file, check whether it was not blocked by your
browser.

5. Activate product with license key
a. Return to License Management page and click “Set license Key” button. Browse for

the License Key file and click “Upload license” link.

Version: 1.0.0.0 Status @ Installed on 11HZDK2DDE|

¥} Get ProductKey Upload LicenseKey for SharePoint Columin Protector

CADocuments and Setting | Browse,, |
Please select SharePointColurnnProtectar LK .dpsec file and p

Gplead .
pload license

cancel

b. If provided license key is valid for this product, server farm and order number,
license status will change to “Valid LicenseKey”.

SharePoint Column Protector

Licensing information

License status @ yalid Licenseke

Order ID¥ 2323 change

T — -

c. If provided license key is invalid — eg. product key used to generate License Key was
generated from another server farm or for another order ID or trial has expired,
license status will change to “Not valid LicenseKey” and product status will change
to “not valid”.
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Installed Products

SharePoint Column Protector Version: 1.0.0.0 ( Status & )

Licensing information

License status < @ Mot valid Licensekey Buy Mow! > ¥ et ProductKey D’ Set LicenseKey
Order ID¥* 2324 change

Note: SCP will stop protecting columns if product status is “Not valid”.
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1.3 Feature activation

SharePoint Column Protector feature is active after the setup, and you can use it right away.

Note: If you reinstall SCP using “Repair” option in the setup wizard, the all feature states will be
maintained — activated features will be active, deactivated will be inactive.

If feature was deactivated or the setup was unable to activate the feature, you need to activate SCP
feature before you can use it.

If you don’t see link to SCP administration on SharePoint list settings menu, then probably you need
to activate it for the site collection that hosts this list.

Note: To activate feature you need “Manage Web Site” permissions on site collection.

To activate the feature:

1. Go to site collection administration page. If you are on site collection top site, choose “Site
settings” from “Site actions” menu on the top right side.

Welcarne INT-WSS-EN-TEST \administratar = | @
[This site =] | 2|
Site Actions —

3 Create
- Add a new library, list, or web page to

A0 this website,

Edit Page
@ Add, remave, or update Web Parts an
~ | this page.
I f:t Site Settings
0 Manage site settings on this site.

2. If you are on one of site collection subsites then go to site setting as described above, and
then click “Go to top level site settings” link in the rightmost column with “Site Collection
Administration” header

Team Site = Subsite = Site Settings

Site Settings

Site Information

Site URL: http:}fint-wss-en-test/subsite
Mobile Site URL: http: }fint-wss-en-test/subsitefm)
Version: 12.0.0,6219
Users and Permissions Look and Feel Galleries Site Administration Site Collection Administration
@ People and groups a Title, description, and icon 8 Master pages o Reqgional settings qGo to kop level sitke sethings
8 Advanced permissions o Tree view 8 Site conkent types @ Site libraries and lists
a Site theme 8 Site columns @ Site usage repork
8 Toplink bar o User alerts
& Quick Launch @ R55
8 Save site as template & Search visibiliby
o Reset to sike definition 8 Sites and workspaces

8 Sike Features

o Delete this site

3. On the site collection “Site Settings” page click “Site collection features” link in the rightmost
column with “Site Collection Administration” header.
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Home > Site Settings

Site Settings

Site Information
Site URL:
Mebile Site URL:

http:/fint-wss-en-test/
hittp:/fint-wss-en-test/m/

Version: 12.0.0.6219
Users and Permissions Look and Feel Galleries Site Administration Site Collection Administration
8 People and groups a Title, description, and icon 8 Master pages 8 Regional settings a n
8 Site collection administrators o Tree view B Site content types 8 Site libraries and lists
8 Advanced permissions 8 Site theme 8 Site columns 8 Site usage report a SifE Hierere

8 Top link bar 8 Site templates 8 User glerts 8 Portal site connection
8 Quick Launch @ List templates = RSS
o Save site as template 8 Web Parts 8 Search visbilty
8 Reset to site definition 8 Workflows 8 Sites and workspaces
8 Site features
8 Delete this site

4. See if status of SharePoint Column Protector is “Active”.

Home > Site Settings > Site Features

Site Collection Features

Marme Status

ME@

SharePoint Column Protector

Alows management of permissions for list columns.

Three-state workflow
Use thiz workflow to tradk items in a list.

-
. |

Deactivate
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5. |If feature is not active, click “Activate” button to activate the SCP feature.

Home = Site Settings = Site Features

Site Collection Features

Mame Status
SharePoint Column Protector ~
(&) hctate )
Allows management of permissions for list columns. ~—
= Three-state workflow
Use this workflow to track items in a list.

1.4 Repairing/removing SCP

If by any reason - deleted files, version upgrade or malfunction - you want to repair SharePoint
Column Protector installation, run Setup application as described in “SCP Installation” chapter above.

1. After all configuration checks are passed (screen in point 5 in installation chapter) you will
come to “Repair or Remove” screen

Datapolis SharePoint Column Protector

Sharefoint

cpmg‘a&or 5 darapous

Repair or Remove

Flease select the operation you wish to perform

Dratapaliz SharePaoint Column Pratectar is already installed. ‘wWhat would you like to do?

@ Repair
Retracts the solution from all web applications and deploys it once again.

" Remove

Fetracts the zolution from all web applications and deletes it from the SharePoint
salution store.

D atapalis.com, 2008
——

2. To repair SCP installation chose “Repair” and click “Next”. SCP will be uninstalled and
reinstalled. No configuration data will be lost.
Note: SCP feature will be deactivated. You will have to activate it manually for each site
collection (see “Feature activation” chapter for details).

3. Toremove SCP from your farm choose “Remove” and click “Next”. SCP will be removed from
your SharePoint farm. You can install it again later.
Note: SCP configuration files for each list will not be removed. To remove the files, you have
to delete the XML file from every list catalog manually.
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2 Configuring

SharePoint Column Protector is configured for each list separately.
SCP provides two types of permissions — “Allow display” and “Allow edit and display”:

“Allow display” permissions allows viewing column data on forms and list views., columns
where user has only “Allow display” permission are not visible on “add new item” and “edit
item” forms.

“Allow edit and display” permissions allows viewing column data on “display item” form and
list views and viewing and editing column data on “add new item” and “edit item” forms.

If user is has neither of these two permissions assigned, then user is not allowed to view the
column on forms and list views

If user has “Allow display” and “Allow edit and display” permissions to the same column, then user
has “Allow edit and display” permissions to this column.

If user tries to enter a list view with column that given user has no right to view, view will be hidden,
and user will receive following information:

Calendar

Mew - Actions -

Arccess to this view was denied,

2.1 Limitations

1.

o

SCP protects columns only within SharePoint Web GUI.

If you connect to a list through other interfaces (eg. Web Dav, Excel, Access, Web Service,
etc.) SCP will not protect these columns. You can disable access through other interfaces by
creating new permission level without “Use Remote Interfaces” permission on site collection
permission settings and assigning it to list. More on SharePoint permissions:
http://office.microsoft.com/en-
us/sharepointtechnology/HA101001431033.aspx?pid=CH100649861033.

Also, the column content may appear in the search results.

SCP works only with web parts with full toolbar.

SharePoint Column Protector protects only these list view Web Parts which have full toolbar
enabled. Due to SharePoint API limitation, current version of SCP does not support list view
Web Parts that have summary toolbar or no toolbar. Remember to enable full toolbar on
list view Web Parts for the list you want to protect.

SCP does not work with wiki libraries

To configure SCP user must have Manage List permission for the list

User must be granted Manage List permissions for the list to see administration link and be
allowed to view administration pages and commit changes.

Note: If the list is inheriting permissions from the site, user needs Enumerate Permissions for
site.

SharePoint Column Protector shows all columns to users with Manage List permissions.
SharePoint Column Protector shows all columns to users with Manage List permissions for
given list. In other words, SCP is transparent to these users and column permission settings
do not apply to them.
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2.2 Enabling SCP for content type

1. On a page containing list with full toolbar, click “Settings” in the list toolbar and then choose
“SharePoint Column Protector”

Home = Calendar

Calendar

Use the Calendar list to keep informed of upcoming meetings, deadlines, and other important events.

New = Actions v | Settings v |
v 0 gi Tite

There are no items to show

Create Column Start Time
Add a column to store additional ' .
information about each item, tem, dick New” above,

Create View

m Create a view to select columns,
filters, and other display settings.

List Settings
Manage settings such as permissions,
columns, views, and policy.

SharePoint Column Protector
Manage permissions for list columns. >

or on the “List Settings” page click “SharePoint Column Protector” link.

2. On main SharePoint Column Protector page you can choose which content types use SCP to
manage column permissions. If SCP is disabled for given content type, then its status is “Off”.
To enable SCP for this content type click “Enable” link for this content type.

SharePoint Column Protector: Shared Documents

Use this page to disable or enable Column Protector for content types,

SharePoint Column Protector
Please choose which content types should use Column Protector, Enable all

Disable all
If you want to restrict access to any column of & content type items please enable Column
Protector for this content type by dicking "Enable” link next to chosen content type. To disable
Column Protector for content type dick "Disable” link next to the content type. Content Types: Status:
Docu t Off
To enable/disable Column Protector for all content types, cick accordingly "Enable all” or "Disable men @

all"links above content type list. Folder Off

To manage column permissions for chosen content type, dick "Edit”icon next to this content type.
Notice: Column Protector must be enabled for given content type to manage permissions.

3. To enable SCP for all content types click “Enable all” link above content type list.

SharePoint Column Protector: Shared Documents

Use this page to disable or enable Column Protector for content types.

SharePoint Column Protector -
Please choose which content types should use Column Protector. Ezizz
Disable all
If you want to restrict access to any column of @ content type items please enable Column
Protector for this content type by dicking "Enable” link next to chosen content type. To disable
Column Praotector for content type dick "Disable” link next to the content type. Content Types: Status:
To enable/disable Column Protector for all content types, dick accordingly “Enable all” or "Disable = TiF Fhiz
all”links above content type list. Folder Ooff Enable

To manage column permissions for chosen content type, dick "Edit”icon next to this content type.
Notice: Column Protector must be enabled for given content type to manage permissions.
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4. To manage column permissions for chosen content type, click “Edit” icon next to this content
type.
Notice: Column Protector must be enabled for given content type to manage permissions.

SharePoint Column Protector: Shared Documents

Use this page to disable or enable Column Protector for content types.

SharePoint Column Protector

Please choose which content types should use Column Protector. Emize
Disable all
If you want to restrict access to any column of a content type items please enable Column
Pratector for this content type by dicking "Enable” link next to chosen content type. To disable
Column Protector for content type dick "Disable” link next to the content type. Content Types: Status:
To enable/disable Column Protector for all content types, dick accordingly “Enable all” or “Disable Pl &0 PEziE
all"links above content type list. Falder off Enable

To manage column permissions for chosen content type, dick "Edit”icon next to this content type.
Motice: Column Protector must be enabled for given content type to manage permissions.

5. You can disable SCP for content type, by clicking “Disable link” next to the content type. To
disable SCP for all content types on this list, click “Disable all” link. Disabling SCP will not reset
settings — if you enable SCP again, all permission settings will be kept.

SharePoint Column Protector: Shared Documents

Use this page to disable or enable Column Protector for content types.

SharePoint Column Protector

Please choose which content types should use Column Protector. Baliel!

If you want to restrict access to any column of a content type items please enable Column

Pratector for this content type by dicking "Enable” link next to chosen content type. To disable

Column Protector for content type dick "Disable” link next to the content type. Content Types: Status:

To enable/disable Column Protector for all content types, dick accordingly “Enable all” or “Disable B &0 TEiE

all”links above content type list. Falder off Enable

To manage column permissions for chosen content type, dick "Edit”icon next to this content type.
Notice: Column Protector must be enabled for given content type to manage permissions.

6. If you want to reset SCP settings for this list click “Reset permissions” button — this will delete
settings for each column for each content type on this list and disable SCP for all content
types on this list.

SharePoint Column Protector: Announcements

Use this page to dizable or enable Column Protector for content types.

SharePoint Column Protector

Please choose which content types should use Column Protector, EErzz.
Disable all
If you want to restrict access to any column of a content type items please enable Column
Protector for this content type by dicking "Enable” link next to chosen content type. To disable
Column Pratector for content type dick "Disable” link next to the content type. Content Types: Status:
To enable/disable Column Protector for all content types, didk accordingly "Enable all” or "Disable Smoncnent 3l Eziz
all”links above content type list. Folder off Enable

To manage column permissions for chosen content type, dick "Edit”icon next to this content type.
Motice: Column Protector must be enabled for given content type to manage permissions.

.
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2.3 Configuring permissions for columns

2.3.1 Administration page

“Settings for content type” page consists of following items:

e  “Column name” column (green section) — contains names of columns for chosen content
type

o “Allow edit and display” permissions column (blue section) — here you input users that
should have access to edit and display chosen column

o “Allow display” permissions column (red section) — here you input users that should have
access to display chosen column

e “Set permissions for all columns” header (yellow section) — here you can input users that will
be copied to all columns of the content type.

SCP - Settings for: Document - Shared Documents

Use this page to set permissions for each column of this content type.

7 43 6, [ 7 BB 8,
A -
Name Team Site Owners; L
Team Site Visitors; [Z]
Team Site Members; i
TRIT WIS Rl TEST o
Be, m Be w
Title Team Site Owners; -
Team Site Visitors; =]
Team Site Members; iR

NG L7 AN —

To manage permissions for column, please input user/group into the textbox next to column name. If
you want to allow user/group to edit and view the column, input them into the textbox in first
column. If you want to allow user/group to view the column, input them into the textbox in second
column. If you want to restrict access to the column simply make sure that the user/group is not in
any of two textboxes.
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2.3.2 Using administration page

Inputting users to textboxes is simple and identical as in standard SharePoint permission
management. You can either type user name or login into the textbox or choose a user from the
directory.

1. Totype user name and login:
a. Type full user name or login or type part of the name or login. Separate each user by

semicolon “;
b. Click name check button below the textbox.

Allow edit and display

owne|

P o

gLk

c. Ifnameis correct and recognized by SharePoint it will change to an underlined text.

Allow edit and display

Team Site Owners?
Team Site Visitors;
Team Site Members

B @

d. If user is not recognized by SharePoint it will be underlined with red line and text will
change to italic.

Allow edit and display
Q

Mo exact match was found.

B @

e. Click on the not recognized user. A popup menu will appear with suggested best
matches. You can choose from one of the matches, remove the entry or look it up in
the directory.

Team Site Owners

Multiple entries matched, please click to resolve. k

BTt miatch was fouand.
Mare Mames. .. g 8,

Remowve

2. To choose a user from directory:
a. Click the address book icon below the textbox

Allow edit and display

Team Site Owners;
Team Site Members

% = 25 8) W
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b. A popup window will appear. Type part of the name or login of the user you want to
add and click “Search” icon.

& Select People and Groups — okno dialogowe strony sieci Web

g Search for people and groups from the directory service. Type a name to find, select the name or names in
the list, and then dick Add.

—
N

Display Mame Tite Department E-Mail Account Name

Type into the search box above then press "Enter™ to start your search.

c. In the results window choose the user you want to add by double clicking it or by
clicking and pressing “Add” button. You can select multiple users and repeat search
and selection multiple times. When you are finished click “OK” button.

e ot B
o Search for people and groups from the directory service. Type a name to find, select the name or names in
the list, and then dick Add.

|| Findtea 2|
Dizplay Mame Title Department E-Mail Account Name -
Team Site Members Team Site Members
Team Site Owners Team Site Owners
Team Site Visitors Team Site Visitors.
Found 3 matches.

1

L

m

L

m

m

[ ]

m

[ ]

m

m

[ ]

T -

[ ]

o “ »

[ade=]| |

£

: o< | [ cancel |

[

7 - 7 - R
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3. You can assign permissions to all authenticated users. It is a very comfortable way to manage
permissions if you want to allow everyone to view or view and edit a column, without
worrying about synchronizing permissions with SharePoint list or site. To assign permissions
to all authenticated users click “Add all authenticated users” icon.

Team Site Owners;
Team Site Members
P N

4. You can copy list users to the “Set permissions for all columns” header by clicking “Copy
users from list” button. Users and groups that have permissions to this list will be copied to
the text box. You can then copy permissions to all columns or manually copy users to chosen
columns.

Team Site Owners;

Team Site Members

N
G (E‘)g 8, W
5. If you want to setup the same permissions to all columns please use the “Set permissions for

all columns” header. Simply input users into the textbox in the header and click “Copy
permissions to all columns” icon. Permissions from the textbox will replace entries in
textboxes for all columns.

Team Site Owners;

Team Site Members

7 S B8 W
Note: All entries in the column textboxes will be deleted and replaced with values from the
header textbox.
Note: Entries in header textboxes do not override entries in the column textboxes. Header
textboxes are used only to copy permissions into the textboxes in columns and do not affect
directly permission settings.

6. When you are finished please click “OK” button
Note: When you click “OK” button user name check for all textboxes will be performed. Your
changes will not be saved until all textboxes contain correct user names.
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2.3.3 List permission inheritance

When SCP is enabled for content type for the first time or when SCP is enabled after SCP reset for
this list, users and user groups from SharePoint list are copied to “Allow edit and display” permission
for each column. This way, by default all users with permission to the list have normal access to all

columns.
Home = Subsite = Calendar = Settings = Permissions
Permissions: Calendar SCP - Settings for: Event - Calendar
This list inherits permissions from its parent Web site. To manage pg | Vse this page to set permissions for each column of this content type.
/ [ Type
INT-WSS-EN-TEST \adam User
5 |
User o @ fw
Team Site Members SharePoint Group Title Eam Site UWNers; owa;

Team Site Visitors;
eam Site Members;
INT-WSS-EN-TEST\adam; okl

! / B8, w
) | ian Team Site Owners; Testowa;
SharePoint Group !

Team Site Visitors;
eam Site Memb
M i -FN-

(=)
Team Site Owners

Team Site Visitors

Testowa

If new users are added to list or site, you can copy them to the columns by clicking “Copy users from
list” button.

Note: Users will be copied to header column. You can then copy them to all columns using “Copy
permissions to all columns” button (Point 4 in chapter List permission inheritance).

Note: If you want to make sure that all users that have permission to the list can access given
column, give permission to all authenticated users (Point 3 in chapter List permission inheritance).

2.4 Best practices

Below you will find few sample scenarios that will help you configure the SharePoint Column
Protector the optimal way:

1. You want all users to be able to display all columns except one or two columns, which should
be read only. These columns can be edited only by few users or groups.
a. Input authenticated users in the “Allow edit and display” textbox in the “Set
permissions for all columns” header and click “Copy permissions to all columns” icon.
b. Inthe columns that should be read only, cut the users and paste them in to the right
column “Allow display”.
c. Inputin the “Allow edit and display” textboxes users and groups that should be able
to edit the restricted columns.
2. You want to restrict access to one or few columns to chosen users.
a. Input authenticated users in the “Allow edit and display” textbox in the “Set
permissions for all columns” header and click “Copy permissions to all columns” icon.
b. It the columns that should be restricted remove entries and input chosen users to
“Allow edit and display” or “Allow display” permissions
3. You want to have strict control on who is viewing which column — refrain from using
“Authenticated users” group.
4. You want to restrict access to all columns for a group of users — remove permissions for
these users from SharePoint list or site.

page 22 of 23



[E8)datapotis

3 Troubleshooting

For troubleshooting help and tips please contact our support team by mailing us
support@datapolis.com.
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