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About NetCertScanner  

 

Website:      http://xenarmor.com/network-ssl-certificate-scanner.php 

Short line:    Universal Network Based SSL Certificate Scanner 

Description:  

NetCertScanner is the enterprise software to scan & manage expired SSL Certificates on 

your local network or internet. Its swift SSL Certificate scan powered by 'Host-Port 

Multiplexed Multithreading' technique helps you to scan the entire network in just few 

minutes. 

 

Along with this, it also boasts of other special features like Smarter SSL Cert Analysis, 

Hidden SSL Port Scan, Color based Display, Database Integration, Console Version, 

HTML/CSV Scan Report etc. making it a unique product in the universe. 

 

 

Benefits of NetCertScanner  

 

NetCertScanner helps you to instantly find expired SSL Certificates on your local Intranet or 

Internet with just one click. It is very useful to keep track of SSL certificates which are about to 

expire and then replace them before hosted services are disrupted causing potential 

embarrassment & financial losses to the organization. 

 

Here are the major benefits of NetCertScanner 

 Save Precious Time:  Quickly scan all your SSL Servers on Intranet or Internet with just One 

Click. 

 Stay on the Job:  Find the Expired or Self-Signed SSL Certificates well in advance 

 Stay Alert: Find out any Rogue/Unauthorized/Dummy SSL servers in your Network 

 Be Smarter than Attacker: Detect the sophisticated 'Man in the Middle' (MITM) Attacks 

happening right under your nose. Any Server with self signed/rogue SSL Certificate is indication 

of possible MITM attack 

 Stay Secure: Make sure your 'Secure Online Transaction' is really secure beforehand. Quickly 

verify the web server using NetCertScanner to make sure it's SSL certificate is VALID and not 

Self-Signed or Expired. 
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Key Features of NetCertScanner 

 

 Swift SSL Scanning Operation using 'Host-Port Multiplexed Multithreading' Technique 

 'Universal SSL Scanner' based unique method of retrieving SSL Certificate from Remote Host 

 Supports both HTTP-SSL (443) and LDAP-SSL (636) Services on Local Network or Internet 

 Scan entire Local Network (*.*.0.0/16) or 256x256 Hosts in one go 

 Hidden SSL Port Scanning feature using Brute-force method 

 Smart SSL Certificate Analysis (Expired/Self-signed Certs) 

 Special 'Warning Note' for the SSL Certificates that are about to Expire in a month 

 Color based Display of SSL Certificate Results (warning/expired/self-signed etc) 

 Console/Command-Line version for Automation of SSL Scanning operation 

 File based IP List Scanning [Console Version] 

 Generate SSL Certificate Scan Report in both HTML/CSV format 

 Database integration with Microsoft SQL Server to Auto-store Certificate Scan results 

 View complete SSL Certificate [requires Database integration] 

 Fully Portable, does not require Java, .NET or any other Components 

Special Features of NetCertScanner Console Version 

 

 Facilitate automation of entire SSL Certificate scanning operation. 

 Support for Scanning of specific IP addresses from input ‘IP List File’ -  making it faster & 

efficient. 

 Automatically takes settings configured through NetCertScanner GUI version. 

 Complete support for database integration as in NetCertScanner GUI version. 

 
 
 
 
 



www.XenArmor.com 

 

 

Screenshots of NetCertScanner 

 

 

 

 

Figure 1:  NetCertScanner Scanning for HTTP SSL certificates on the Internet.  As you can see Valid 
SSL certificates are shown in BLUE while Expired/Self-Signed certificates are shown in RED/Saffron 
color for easier and quicker identification. SSL Certificates that are going to expire in a month are 
shown in YELLOW color. 
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Figure 2:  NetCertScanner’s Settings Wizard to help you in fine tuning the Scanning performance, & 
Database related configuration. 
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Figure 3:  HTML based SSL Certificate Scanning Report generated by NetCertScanner. 
 

 

Figure 4:  SSL Certificate scanning on the network from NetCertScanner Console version. 
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Figure 5:  Custom SSL Port Scanning from NetCertScanner Console Version. 

 

Figure 6:  Scanning of Custom IP Address List from input file by NetCertScanner Console version. 
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System Requirements 

 

Operating System:  Windows XP, Vista, Windows 7, Windows 8, Windows 10 (32-bit/64-bit) 

Physical Memory: 1 GB 

HARD Disk Capacity:   100 MB 

Database:  MS SQL Server (optional) 

 

Note:  We have successfully tested with MS SQL Server 2000/2005 version. It may work well with 

newer versions as well as other Database Software as we use standard database interface. In such 

case we highly encourage you to use the Demo version for verification using our easy to follow 

‘Database Integration Guide’.  
 

 

Contact Information 

 

We are just email away for any of your queries or support help. 

 

Sales Enquiries/Orders:      sales [at] xenarmor.com 

 

Support Issues/Updates:    support [at] xenarmor.com 

 

General Info/Queries:          contact [at] xenarmor.com 

 

 

 

For latest information, please visit online product page of NetCertScanner 
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