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About NetCertScanner

Website: http://xenarmor.com/network-ssl-certificate-scanner.php

Short line: Universal Network Based SSL Certificate Scanner

Description:
NetCertScanner is the enterprise software to scan & manage expired SSL Certificates on
your local network or internet. Its swift SSL Certificate scan powered by 'Host-Port
Multiplexed Multithreading' technique helps you to scan the entire network in just few
minutes.

Along with this, it also boasts of other special features like Smarter SSL Cert Analysis,
Hidden SSL Port Scan, Color based Display, Database Integration, Console Version,
HTML/CSV Scan Report etc. making it a unique product in the universe.

Benefits of NetCertScanner

NetCertScanner helps you to instantly find expired SSL Certificates on your local Intranet or
Internet with just one click. It is very useful to keep track of SSL certificates which are about to
expire and then replace them before hosted services are disrupted causing potential
embarrassment & financial losses to the organization.

Here are the major benefits of NetCertScanner

>

Save Precious Time: Quickly scan all your SSL Servers on Intranet or Internet with just One
Click.

Stay on the Job: Find the Expired or Self-Signed SSL Certificates well in advance
Stay Alert: Find out any Rogue/Unauthorized/Dummy SSL servers in your Network

Be Smarter than Attacker: Detect the sophisticated 'Man in the Middle' (MITM) Attacks
happening right under your nose. Any Server with self signed/rogue SSL Certificate is indication
of possible MITM attack

Stay Secure: Make sure your 'Secure Online Transaction' is really secure beforehand. Quickly
verify the web server using NetCertScanner to make sure it's SSL certificate is VALID and not

Self-Signed or Expired.
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Key Features of NetCertScanner
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Swift SSL Scanning Operation using 'Host-Port Multiplexed Multithreading' Technique
'Universal SSL Scanner' based unique method of retrieving SSL Certificate from Remote Host
Supports both HTTP-SSL (443) and LDAP-SSL (636) Services on Local Network or Internet
Scan entire Local Network (**.0.0/16) or 256x256 Hosts in one go

Hidden SSL Port Scanning feature using Brute-force method

Smart SSL Certificate Analysis (Expired/Self-signed Certs)

Special "Warning Note' for the SSL Certificates that are about to Expire in a month

Color based Display of SSL Certificate Results (warning/expired/self-signed etc)
Console/Command-Line version for Automation of SSL Scanning operation

File based IP List Scanning [Console Version]

Generate SSL Certificate Scan Report in both HTML/CSV format

Database integration with Microsoft SQL Server to Auto-store Certificate Scan results

View complete SSL Certificate [requires Database integration]

Fully Portable, does not require Java, .NET or any other Components

Special Features of NetCertScanner Console Version

v’ Facilitate automation of entire SSL Certificate scanning operation.

v" Support for Scanning of specific IP addresses from input ‘IP List File’ - making it faster &
efficient.

v" Automatically takes settings configured through NetCertScanner GUI version.

v" Complete support for database integration as in NetCertScanner GUI version.
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Screenshots of NetCertScanner

[ MetCertScanner Enterprise Edition 2016 - O X

NetCertScanner

Universal Network Based 550 Gertificate Scanner

Software

Help  About

Type of Scan: (®) Entire Network () Single Host
Start Host Address: 9% . 126 . 129 . 1
End Host Address: 96 . 126 . 126 . 255
Type of S5L Service: @®HTTPS  (OLDAPS () Custom
Custom 551 Port Range: 1 — | 1024
[} stant Scan ’ L) SopSean ‘
=
Host Addiess Host Mame Port Cert lssuer Cert User Mame Issue Date  Expiry Date  Status
Q%.lzﬁ‘ 124,186 docentedu, com 443 COMODORSA... Domain Control Valida... 10/31/2015  11/02/2016  GOOD: Thisis a Valid S5L certificate

0
J

[)96.126.126.245

gagenmacdonald.com COMODC RSA ... Domain Control Valida... 10/20/2015  12/08/2015  GOOD: This is a Valid SSL certificate

Qsﬁ.uﬁ 126,170 geek-ind.com 443 StartCom Class ... geek-nd.com 04/06/2016 04062017 GOOD: This is a Valid S5L certificate

Qsﬁ.uﬁ‘ 126,221 areyjoy.jeffx.com 443 Let's Encrypt A...  git.jeffx.com 03/27/2016 08/25/2016 \WARNING: This 55L certificate is going to expire in 22 days
[ 96.126.125. 168 ha.lc 443 ha.lc MX, Morelos, Cuernav... 01/04/2013  02/12f2017  SUSPICIOUS: This is Self Signed 551 certificate
Qsﬁ.lzﬁ‘ 124.87 habeas.co 443 RapidSsL SHAZ2...  *.laterally.com 02/07/2016 02/08/2017 GOOD: This is a Valid 55L certificate

st.uﬁ 125.187 infindia.com 443 LetsEncryptA...  infinda.com 05/01/2016 07/30/2016 GOOD: This is a Valid 55L certificate

L

[26.126.126.213  larenanddan.us 443 StartComClass ... US, www.karenandda... 08/20/2015  06/24/2015  WARNING: This SSL certificate is going to expire in 18 days

[ 26.126.126.63 knight. fullarmor systems 443 knight.fullarmor...  —, SomeState, Some...  10/18/2015  10/17/2016  SUSPICIOUS: This is Self Signed S5L certificate

[o6.126.124. 149 lakeviewdvic.org 443 StartCom Class ... lakeviewdivic.org 03/17/2016  03/17/2017  GOOD: This is a Valid SSL certificate

[96.126.124.100 i373-100. members.iino... 443 damp. fludisa.com  clamp. fludisa.com 08/04/2011  08/01/2021  SUSPICIOUS: This is Self Signed SSL certificate

(IT‘QEJ’JE 124.105 i373-105. memhers. linn. .. COMONDORSA ... Nomain Control Valida...  N5M07/2015 N3MNRHAN1T7 GOON: This is a Valid 551 certificate *

Threat Levels: | Expired |

Figure 1: NetCertScanner Scanning for HTTP SSL certificates on the Internet. As you can see Valid
SSL certificates are shown in BLUE while Expired/Self-Signed certificates are shown in RED /Saffron
color for easier and quicker identification. SSL Certificates that are going to expire in a month are
shown in YELLOW color.
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NetCertScanner Settings

NetCertScanner Settings

Scan Settings

[] Ping each Host before S5L Scan (Good for local network only)

Timeout for host detection (in miliseconds):
Q Timeout for network operations (in miliseconds):

Database Settings

[V] Store the resuit of certificate scanning operation into the database

Data Source Name (DSN): | netdsn]| |

Username: | testuser

Figure 2: NetCertScanner’s Settings Wizard to help you in fine tuning the Scanning performance, &
Database related configuration.
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- a X
[ SSL Certificate Scanner Re X
(e file:/7/C:/Users/Administrator/Documents/SSLCertScanReport.html =
Host IP Address ‘Host Name Port Cert Issuer Name Cert User Name Issue Date  Expiry Date Sta
96.126.125.11 374-11.members.linode.com 443 RapidSSLSHA256 CA - G3 | *.wpengine.com 12/10/2015 | 05/20/2018  GOOD: Thisis a Valid SSL certificate
-13.members. linode.com o Daddy Sacurs omain Control Validated, *.7compass.com £ This is 2 Valid SSL cartificats
96.126.125.13 1374-12.mambars. linods. 443 T = ® Control Validated, *.7compass. 06/02/2016 | 06/07/2017  GOOD: This is a Valid SSL cartificat
96.126.125.14 Unknown a3 ERROR: Short/Improper response received
96.126.125.16 unknown 443 ERROR: Short/Improper response received
96.126.125.18 1374-18,members.finode.com 443 Parallels Panel e EXPIRED & igned: This is Self Signed SSL certificate & it is Expired
A/ LI7STHHARGNSCOOKGA:EaBNS De6pPh, GT72704875, Sea
96.126.125.24 1374-24.members. inode.com 443 RapidssL cA wwvi.rapidssl.com /resources/cps (c)13, Domain Control Validated - | 07/01/2013  07/03/2016  WARNING: This SSL certificate is going to expirs in 30 days.
RapidSsL(R), logicbright.com
y . s | CT01182458, See www.rapidssl.com resources/cps ()14, Domain e Thic i .
96.126.125.29 1374-20.members. linode.com a3 RapiSSL SHAZ36 CA - G2 | S e e, 12/16/2014 | 12/07/2017  GOOD: Thisis a Valid SSL certificate
COMODO RSA Domain
96.126.125.30 1374-30.members. inode.com a3 Validation Secure Server | Domain Control Validatad, PositiveSSL, app.administracioncfdi.com | 05/01/2016  05/01/2019  GOOD: Thisis a Valid SSL certificate
ca
96.126.125.32 1374-32.members.linode.com 443 Py Bt &R 06/24/2014  06/25/2015  EXPIRED: This SSL certificate is Expired
96.126.125.33 1373-32.members.inode.com 413 RapidSSL SHA256 CA - G3 | wuww.raben.com 10/30/2015 | 12/01/2017  GOOD: Thisis a Valid SSL certificate
96.126.125.35 1374-35.members. inode.com a3 GeoTrust DV SSLCA-G4 | www.spexforansics.com 02/26/2016 | 02/27/2018  GOOD: Thisis a Valid SSL certificate
g - Go Daddy secure o -
96.126.125.36 1374-36.members. linode.com 443 ey e ity -2 | Domain Control Validated, admin.renewlife.com 05/22/2015 | 07/19/2018  GOOD: Thisis a Valid SSL certificate
96.126.125.37 1374-37.members. linode.com 443 RapidSSL SHA256 CA - G3  *.wpengi 12/10/2015 | 05/20/2018  GOOD: Thisis a Valid SSL certificate
96.126.125.38 1374-38.members. inode.com 413 o Encrypt AULRORtY vy banterability.com 04/11/2016 | 07/10/2016  GOOD: Thisis a Valid SSL certificate
COMODO RSA Domain
96.126.125.42 cloud. parfactpracticausa.com 443 Validation Sscurs Sarvar | Domain Contrsl Validated, PositiveSSL, cloud.parfactpracticsusa.com | 12/02/2013  12/01/2018  GOOD: Thisis a Valid SSL cartificats
96.126.125.49 1374-49.members. linode.com 443 v bomdebolao.com BNy S%0 Faulo S¢o Paulo, "Bom de Bolyo, SA”, Bolées Esportivos,  54/02/2013  04/02/2014  EXPIRED & Self-Signed: This is Sef Signed SSL certificate & it is Expired
96.126.125.53 137453 members.linode.com 443 e ol us, d ini@gmai 03/18/2012  03/20/2013  EXPIRED: This SSL certificate is Expired
« »
B Command Prompt - o X

_h 96

NetCertScannerConsole 2016 Edition by XenArmor
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Figure 4: SSL Certificate scanning on the network from NetCertScanner Console version.
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B Command Prompt - o X

NetCertScannerConsole 2816 Edition b

htt enarmor. com/networ|

< >

Figure 5: Custom SSL PortScanning from NetCertScanner Console Version.

Bl Command Prompt - o x

Found SSL Certific
6.126.124.79:443, r fpr. ser s FLs n s *.qa-fpr. ueDate - 85/03/2013, ate = @5/01/2023. Sta

Figure 6: Scanning of Custom IP Address List from input file by NetCertScanner Console version.
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System Requirements

Operating System: Windows XP, Vista, Windows 7, Windows 8, Windows 10 (32-bit/64-bit)
Physical Memory: 1 GB

HARD Disk Capacity: 100 MB

Database: MS SQL Server (optional)

Note: We have successfully tested with MS SQL Server 2000/2005 version. It may work well with
newer versions as well as other Database Software as we use standard database interface. In such
case we highly encourage youto use the Demo version for verification using our easy to follow
‘Database Integration Guide’.

Contact Information

We are just email away for any of your queries or support help.

Sales Enquiries/Orders:  sales [at] xenarmor.com
Support Issues/Updates: support [at] xenarmor.com

General Info/Queries: contact[at] xenarmor.com

For latest information, please visit online product page of NetCertScanner
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