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Thank You...

Firstly thank you for supporting our company and purchasing our software, the money we make from KeylogMonitor will be put right back into the development for newer and better versions for all customers.

This eBook guide will help you get started using our program for the very first time, we realise how hard it can be when trying to learn to use a new program. Because of this, we have put together an eBook which will help both novices and experts alike. I will cover everything from getting started to troubleshooting all in this one handy guide.

This guide including all names, images and software etc. is © 2011/14 and must not be copied or reproduced under ANY circumstances. Anyone found doing so will face legal action and be liable for all costs.

This edition is August 2011 v1.0

Written by Wayne Taylor.
Note to users: KeylogMonitor needs an active internet connection for registration purposes.

Chapter 1: Getting Started

If you don't have KeylogMonitor installed on your pc yet, you will find the download location contained in your registration email along with your username and password. Just in case you missed it you can download it direct from our website. Install the program and make sure you select to place an icon on the desktop (temporary until you get used to the program). Once you have it installed follow the instructions below from then:

Please Note: if you are planning on monitoring other user accounts on 1 pc make sure you select “Run at windows start-up – all users” as outlined in the picture below when you install for the first time:
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if you want to keep the program hidden I suggest only putting a tick in the following 2 boxes:

 “run at windows start-up – all users”

“Remove from add/remove programs list”

This will then stop the program putting an icon on the desktop and remove the add/remove programs entry in your control panel.

If you already have KeylogMonitor installed on your pc (you had the demo and have just bought a license) then all you need to do is start KeylogMonitor and you will see a login box like this below:
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Note to users: KeylogMonitor needs an active internet connection for registration purposes.

Make sure you select “I have a username and registration code for this product” (as above) and then enter your username and the password which was in the email we sent you. Make sure your email address is correct when you pay for the license.

Then click NEXT

The program will then load and be ready to start setting it up correctly.

Chapter 2: Settings 

Setting KeylogMonitor up can be done in about 7 or 8 clicks of the mouse, it’s that easy to use even the most computer illiterate people will be keylogging in minutes.

When KeylogMonitor first starts up you will see the main program screen such as the one below:
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At first it looks rather complicated but it’s not.

Let’s get you keylogging for the first time,

In the program options part (see below) 

Put a tick in “Require a password” 

Then enter a password that's easy for you to remember in the box just below

Put a tick in “Start in stealth mode”

Put a tick in “Auto capture at start”
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Then in the capture options part (see below)

You can choose what you want the program to monitor (keylog)

Keystrokes

Programs run

Websites visited

& Screenshots

You can select everything to get maximum monitoring from KeylogMonitor. See pic below
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If you select screenshots, you can then set the time between each screenshot taken by adjusting the time (its set to 60secs as standard) see pic below for location. I recommend a good setting to be every 5 seconds; this will capture most things on the target pc. Please note this time setting is only for the screenshot setting, all the other actions will be logged and monitored in real time.
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You can then choose where to save all your logs to, I recommend leaving as they are if it works ok, but in case you do want to change them then you click on browse (see below) and you will then be able to select a new location. Make sure you save logs to somewhere where all accounts have access to such as c:\temp or you will have problems later. Again I recommend leaving this setting as is if it works ok.
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Lastly when KeylogMonitor is sent into stealth mode you will need to press something called a hotkey, these are special combinations of keys pressed all at the same time which will then bring the program back out of stealth mode and make it visible again.

The standard setting is CTRL+SHIFT+F5

I recommend changing this to CTRL+SHIFT+A  (see pic below), the reason is because I’ve found some programs and macros use the function keys and can cause a conflict between the 2 programs.
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Once you have filled everything out like I’ve mentioned above, the program should look like this:
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Now you’re ready to start your program monitoring for the first time:

Click on “Start Capture”
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This will start KeylogMonitor monitoring and keylogging

Continued below....

Then click on Stealth
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This will then place the program in full stealth mode (hidden from view and prying eyes)

Congratulations you have now just started your very first keylogging session.

Chapter 3: Getting the program out of stealth

When you want to get the program back out of stealth (to view logs or change settings) simply press your hotkey combo

The standard one is CTRL+SHIFT+F5

But I recommended changing to CTRL+SHIFT+A

You press all the three keys AT THE SAME TIME and if you have done it right the password box will appear like below:
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Enter the password which you chose earlier when setting up in chapter 1 (see pic below)
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And your program will start back up again normally and out of stealth.

Chapter 4: Stop monitoring and viewing logs

You will need to stop keylogging/monitoring before you can view your logs, when the program starts you will notice that the start capture button has changed to:
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You will need to click on Stop Capture first then your Open Log button will not be greyed out.

Once you click on stop capture, and then click on Open Log (see below)
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A new box will then open; simply double click on the log you want to open in this example the log is from 16-08-2009 (see below)
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When you double click the log file folder it will open and you will see the log file inside (see below) – double click this to open this log for viewing:
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The log file will then open into the program which will enable you to check all keypresses, websites visited, programs run and any screenshots (if you selected to take them). (See below).
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As you can see above, the log file opened and it successfully keylogged the test password I used for KeylogMonitor which was “ggggggg”. Had this have been a proper logging attempt by me to catch someone out, it would have held valuable information such as passwords, chat sessions and emails written etc.

That is how to get started keylogging and monitoring with KeylogMonitor.

Chapter 5:  Advanced features & hiding the program from prying eyes

Once you are confident using KeylogMonitor there are a few things you will need to do in order to hide the program from spying little eyes. Fortunately it’s easy to hide our software giving you peace of mind while at the same time doing the job its designed for.

First you might want to hide the icon/shortcut on your desktop, you can right click on the icon and select copy, then find a folder that is hidden or out of the way where only you will know where the shortcut is and right click, then select paste.

What this does is hide the shortcut from view. You can also delete the icon/shortcut once you set the program in stealth mode because if you press your hotkey combo the program will pop up anyway so the icon/shortcut is not really needed.

Start menu link is another thing visible when installed, to get rid of this click on START, then 

Click on ALL PROGRAMS, and near the bottom you will see a folder called KeylogMonitor right click on this folder and select delete. When prompted select YES and the folder will be gone for good. This does not delete KeylogMonitor itself just the start menu shortcuts which you will want to get rid of once you start keylogging for the first time.

Notice for Vista & Windows 7 users if you chose the “Remove from Add/Remove Programs” option during installation you will need to complete the following steps with Administrator access to remove this program from the Add/Remove Programs list:

Download this software: 

-Unzip it to your desktop then...

-Right click it and select “Run as Administrator”

-The program will then remove the entry from your Add/Remove Programs list.  Afterwards, to uninstall KeylogMonitor software you should use the uninstaller located in the installation directory usually C:/Program Files/KeylogMonitor
Users attempting to capture information on more than one account: To capture information on a restricted account, such as the Windows XP Guest Account, you MUST change the directory that the program saves captures in to one that the account has permission to create files in.  Usually, a folder directly on the C drive, or a folder on a secondary drive, will work with restricted accounts.  You can change this setting through the options menu.  

Chapter 6: Quick start Overview (as seen and included in KeylogMonitor)

This guide below was written for KeylogMonitor and included as a help file in the software, just in case you missed it here is the complete quick start guide which covers subjects I’ve not mentioned above such as using the email etc.

Quick Start


How to start monitoring use of your computer right away.

Whether you want to monitor your computer while you are away, retrieve lost information, or monitor your children's activity, you've chosen the right software for the job.

If this is the first time you have opened the program, you can start monitoring your computer immediately with just one button click.  All of the program options are pre-set so that the software will work immediately, just Click the “Start Capture” button.

Starting a Capture Project

When you click the “Start Capture” button, a new project will be created.  You will be asked to choose a name for the project.  Pick a name that is easy for you to remember, or leave the suggested name (the project's date and time).  A new folder for this project will be created in your Projects folder in the directory where you installed this software.

Capture Types

The software will immediately begin to capture the following types of information:


Any keys pressed


Any programs used


Any websites visited


Screenshots at a given interval, if selected

Screenshots are not enabled by default, because on older systems screenshots may take up too much space on the hard drive or cause noticeable slowdowns.  

You may enable or disable any of the capture types, including screenshots, in the Options window.

Stealth Mode

If you want the program to hide itself from view and remove itself from the Windows Application list, click the Stealth button.  The program will run silently and capture all activity on your computer.  When you want to make the program visible again, click 

Control + Shift + F5

Viewing Captured Information

You can view what you have captured by clicking any of the following buttons on the left hand side of the screen:


Keystrokes:  The keystrokes list displays a list of all keystrokes captured, including non-alphanumeric keys like Insert and Delete, as well as usernames and passwords that are normally hidden behind password masking characters.

In order to give you a better idea of when and why each keystroke was entered, the keystrokes list also includes the date/time of each keystroke, and which program or website was currently being viewed when the keystrokes were entered.


Programs:  The program list displays each program that was used while capturing, and the date/time each program was first used.  


Websites:  The website list displays a list of every website that was viewed while capturing.  You can view any website in the in-program browser by clicking on its URL in the list.

Whenever a website is viewed on your computer while capturing, the software will capture the source code on the webpage and save a copy in your project folder.  By viewing this cached copy of the website you can see exactly what was on the page, even if the website is password protected and no longer reachable.  You can switch between viewing the cached copy and viewing the live website by clicking the toggle buttons at the top of the Websites window.


Screenshots:  The screenshot list will display a list of all screenshots taken while capturing.  For identification, each screenshot is named using the date and time it was taken and the program that was being viewed.  You can click on any screenshot in the screenshot list to view it in the screenshot viewer.  Use the scroll bars to view areas of the screenshot that do not fit in the screenshot viewer.

Silently Emailing Capture Logs

This program contains a built in email engine that can email you a copy of the current capture log at scheduled intervals.  In order to do this, you must first enter your mail server settings.  If you don't know your mail server settings, they can normally be found by opening the program you use to send and receive email.  Look for the “Accounts” area that lists all of your mail settings.

Step One:  
Click the “Options” button to display the options screen

Step Two:  
Enter your mail server, for example, mail.YourServer.com

Note: The settings for this program are very similar to the settings used in Microsoft Outlook.  If you are not sure what mail server or other settings to use, try a search on Google.com for configuring Microsoft Outlook with your email account. 

Step Three: 
Enter your mail server's port.  This is normally port 25 or 1025.

Step Four: 
Enter the Email Address on you want the email to be sent to.  It is a good idea to use an email address that is on the same server you entered in step two.

Step Five: 
Enter the email address that the email should appear to be from.  It is a good idea to enter the same email that you entered in step Four to avoid conflicts with your mail server.

Step Six: 
If your mail server requires a username/password combination, enter them and check the box marked “Use Authentication.

By default, the program will send log files at attachments.  However, some web-based email accounts like Hotmail/Netscape have problems receiving attachments.  If you find that you cannot properly receive attachments, uncheck the box labelled “Send as attachment”.  This will insert your log files into the email as plain-text.

When you are finished, click the “Send Test Message” button.  If configured correctly, you should see a confirmation that the email has been sent, and it will arrive in your email inbox momentarily.

TIP: If your web server can't accept email sent by this program do a google search for “free email pop3” without the quotes.  This will display many email providers that offer free access.  Just create an account and view the provider's help section for setting up their service in Microsoft Outlook.  The server, ports, and authentication settings will be the same as the instructions for Outlook.

Using the Scheduler

The program includes a scheduler that lets you schedule simple tasks to be completed at a given time or interval.  The following tasks can be automated:


Start Capture - If the program is not already capturing a new project will be created and capture will start automatically.


Stop Capture - If the project is currently capturing, it will be stopped.


Email Capture Log - The current Log will be emailed to you as an text file attachment


Clear Capture Log - This will delete all saved files in your current project folder, as well as the current capture log.  This is useful for saving space on your computer, or if you plan to leave the capture running indefinitely and don't want to email yourself duplicate information.

Scheduled tasks with same date/time entry will be executed in the order you entered them.  For example, if you want to email the capture log, clear the capture log, and clear all the project data, at 1:00 pm every Tuesday, you must enter the events in that order and specify 1:00 pm every Tuesday for each task.  If you were to enter them in reverse order, the capture log would be cleared before being sent, and your email would contain a blank attachment.

Other Recommended Settings

We recommend enabling the following settings in the Options window:

Save Captures in: This is the directory that capture files will be saved in.  In order to capture on restricted accounts you must change this to a folder that the account has Write Permission in.  For example, to capture on the XP Guest Account you could choose a folder directly on the C drive, or a folder on a secondary drive.  If you encounter a run-time error 75, it means that the current account does not have the proper permissions to save a capture log in the specified directory.

Password Protection:  When selected, the program will require a password whenever it is made visible.  If you start the program in normal (non-stealth) mode, or press Ctrl + Shift + F5 to bring the program out of stealth mode, you will need to enter your password to make the program visible.

Encryption: When selected, the contents of your log files will be encrypted so that they cannot be opened by text editors like Notepad, WordPad, or Microsoft Word.

Start in Stealth Mode:  When selected, the program will open in Stealth Mode and not display it's Graphical User Interface (GUI) until you press Ctrl + Shift + F5.

Run at Startup:  When selected, the program will run automatically each time you start your computer.  This setting will be applied system-wide and will run on all user accounts unless you select “This user account only”.  All settings for the program are stored in the system-wide registry account.  This means that if you change users your settings, such as starting in stealth mode and requiring a password, will be applied no matter which user account is currently running the program.

Auto-Capture at Start:  When selected, the program will automatically create a new capture project and begin capturing as soon as it is opened.  The project folder will be named using the current date and time.

Start a new log file every X lines

It is useful to limit the size of each log file, especially on computers with less than 256 MB of RAM.  The default value is 5,000 lines per log file.  Each time a new log file is created its file name will be incremented by one, for example, caplog001.log, caplog002.log, etc…

Email each log before a new one is started

If you want to ensure that all log files are emailed to you, enable this setting.  Otherwise you may not receive entire log files if they reach their max size before being emailed to you.

Viewing and replaying and deleting captures

Opening an existing project

All of your capture projects are saved in the /Projects/ folder directly beneath the folder you installed this software in.  If you want to open an old capture project, click the “Open Log” button on the left hand side of the screen.

Navigate to the specific folder for the project you wish to open.  You should see a file called caplog.log.  Select the file and click the Open button.

Your capture will then be loaded into the program.  Its progress will be displayed in the status bar at the bottom of the screen, and you will be notified when it has finished loading.

You can now look through all of the capture information as if it had just been captured.

Viewing a project in Playback mode

Each project can be played back in near real time, allowing you to see keystrokes, screenshots and websites exactly as they were originally entered/viewed.

First, open the capture log of the project you wish to view.  Then click the “Playback” button on the left hand side of the screen.

Click the Play button to begin playback of the log.

Any keys viewed will be entered just as they were originally typed.

Any websites viewed will display automatically in the built-in browser.  You must be connected to the internet to view websites.

Any screenshots taken will be thumb nailed in the screenshot window.  You can click this thumbnail to enlarge it to full-screen.  When you are finished looking at the screenshot, click anywhere on the screen to exit full-screen mode and return the image to its thumb nailed size.

You can click the fast forward button to make the playback speed 3 times faster.  Click it again to return to normal speed.

If you notice a long period of inactivity, click the “Skip to next event” button to fast forward through empty spaces in the log file.

Deleting Captures

If you would like to delete all the captured information for a particular log, open the log and then click “Actions - > Clear Log” in the menu at the top of the screen.  This well delete all information stored in the log.  

In some cases a file may be protected by your operating system, or in use at the time, and the software will not be able to delete it.  You can manually delete logs, and the screenshots and web pages associated with them, by browsing to the “Projects” folder using windows explorer.  The project folder is located in the same folder you have installed the software.

If you attempt to delete a project folder and receive the message “Could not delete [folder]” it may be because files in the folder are currently in use.  Closing programs or restarting your computer should resolve this.

How to hide this program from prying eyes

In addition to enabling Stealth Mode, you may wish to take extra precautions to prevent this program from being found.  We recommend the following:


Remove the Desktop and Start Menu shortcuts.  Instructions are available by clicking the “About” menu.


Change the location of the software to something other than the default location.  If you would like to change the installation directory for this software, you must first uninstall it by clicking :

Start > Settings > Control Panel > Add/Remove Programs


Select the program name in the list and remove it.  Then reinstall and choose a different 

directory when prompted.

All of your settings will remain saved, with the exception of your Scheduled Tasks, which 

must be re-entered after a fresh install.


Hide the folder that you installed the software in.  This can be done by opening Windows Explorer, right clicking the folder you wish to hide, clicking “properties”, and checking the box labelled “Hidden”.

In order to view the folder again, you will need to enable viewing of Hidden files in 

windows explorer.  To do this, open Windows Explorer and click:

Tools > Folder Options > View > Show hidden files and folders

You can toggle this by clicking “Do not show hidden files and folders”

Troubleshooting and Support

If you encounter a run-time error 75 it means that the current account does not have write permission in the folder that you specified to save capture in.  Change the capture directory in the options windows to resolve the problem.  Try creating a folder directly on the C drive and saving captures there.

If you run into any problems while using this software, please feel free to contact our support department.  Our most current contact information is available on our website.  You can visit our website at any time by clicking the website button at the top right hand corner of the program window.

You can email me at support@keylogmonitor.com; I aim to answer emails within a couple of hours (usually straight away if I’m available).

KeylogMonitor is Copyright all images, text and software etc. 2011/14 www.keylogmonitor.com
KeylogMonitor is owned and maintained by Wayne Taylor
T&C's: All software on our website is provided as is, and we cannot be held responsible for any damage caused to ANY computer by the use of any program hosted on our website. You are fully responsible for your own actions when keylogging or monitoring anyone and you must understand it may be illegal in some states or countries. I recommend you consult with a lawyer or someone with knowledge regarding this issue before you monitor anyone. We cannot be held responsible for anyone else's actions.

By installing and using any of the software on our site including KeylogMonitor you agree to these conditions.
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